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Pure First-Order Logic Modeling

❖ Shape Analysis [Itzhaky et al. CAV’13, POPL’14, CAV’14, CAV’15]

❖ Software-Defined Networks [Ball et al. PLDI’14]

❖ Distributed protocols [Padon et al. PLDI’16]

❖ Concurrent Modification Errors in Java programs [Frumkin et al. 

VMCAI’17]

+ Quantification - Arithmetic
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Example

req := ∅; resp := ∅; match := ∅; 
action new_request(u) {
    q := new request;
    req := req ∪ {(u, q)}
}

action respond(u,q) {
    assume req(u , q);
    p := new response;
    match := match ∪ {(q, p)};
    resp := resp ∪ {(u, p)}
}

action check(u, p) {
     if resp(u, p) ∧ ¬(∃q. req(u, q) ∧ match(q, p))
        then abort
} 

I = ∀u, p. resp(u, p) → ∃q. req(u, q) ∧ match(q, p)

req(u, q)

resp(u, p)

match(p, q)



No Longer Decidable

❖ Checking inductiveness of ∀*∃* invariants 
for EPR programs is undecidable.

Inv = ∀* Inv = ∀*∃*



Solving with Quantifier Alternation

how to find
 a proof?

how to find
 a cex?

infinite cexmatching loops
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ability of producing
partial cexs

to overcome infinite cexs
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Our Approach: Bounded-Horizon

how to find
 a proof?

how to find
 a cex?

at least as powerful
as instrumentation

ability of producing
partial cexs

unsat sat
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auxiliary state for
 derived relation

“r(x) ⌘  (x)”
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Bounded-Horizon vs. 
Instrumentation

❖ Theorem:

For ψ that is a Boolean combination of ∀* and ∃*, 
for proving that I is inductive for TR it suffices to use
Bounded-Horizon with bound=2.

if exists sound instrumentationGiven

Then

without additional existentials
TR, I 2 8⇤9⇤

bI is inductive for dTRI = bI[ /r] bI 2 8⇤



Bounded-Horizon vs. 
Instrumentation

Then

❖ Theorem:
For ψ∈∃* and r appears only positively in the invariant
(or ψ∈∀* and r appears only negatively in the invariant),
Bounded-Horizon with bound=1 suffices.

❖ Invariants that are combinations of ∀*∃* and ∃*∀* also handled

if exists sound instrumentationGiven
without additional existentials

TR, I 2 8⇤9⇤

bI is inductive for dTRI = bI[ /r] bI 2 8⇤
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Implementation of Bound 1

8x. ✓S

8x.
 
_

c

x = c

!
! ✓S

Z3: sat?



Evaluation

incorrect example of Section 5, and successfully verified several correct programs and
invariants using bound 1. These examples are (the examples’ code can be found in [2]):

– The client-server example of Fig. 1.
– List reverse [21], where the invariant states that the n edges (“next” pointers) are

reversed. The invariant is 8⇤9⇤ due to the encoding of n via n⇤ as explained in [21].
– Learning switch [6], where the invariant states every routing node has a successor.
– Hole-punching firewall [6], where the invariant states that every allowed external

node was contacted by some internal node. We explored two modeling alternativies:
using a ghost history relation, or existensially quantifying over time.

– Leader election in a ring [10,29] with the invariant discussed in Section 5.

Table 1. Experimental results.

Program #8 #f -sk #Consts B1 Total B1 Solve Baseline Z3
Client-server 14 1 15 58 ms 3 ms 3 ms
List reverse 47 3 15 319 ms 211 ms 50 ms
Learning switch 70 1 7 245 ms 65 ms 33 ms
Hole-punching firewall with ghost 15 1 18 75 ms 4 ms 4 ms
Hole-punching firewall 9 time 32 2 21 102 ms 4 ms 4 ms
Leader-election in a ring (correct) 41 1 21 113 ms 36 ms 27 ms
Leader-election in a ring (incorrect) 40 1 20 1112 ms 1008 ms —

B1 Total is the time in milliseconds for the bound 1 implementation. It is compared to
Baseline Z3 which is the solving time in milliseconds of Ind as is (with quantifier al-
ternation) by Z3. B1 Solve measures the solving time of the formula restricted to bound
1, which demonstrates that most of the overhead occurs when constructing the formula.
#8 is the number of universal quantifiers in Ind, #Func the number of different Skolem
function symbols, and #Consts the number of constants. #8# is the number of univer-
sally quantified variables that were restricted in the bound 1 check. Measurements were
performed on a 3.5GHz Intel i5-4690 CPU with 8GB RAM running Linux 3.13 x86 64.

An initial evaluation of the method’s performance appears in Table 1.
Our implementation works by adding “guards” that restrict the range of univer-

sal quantifiers to the set of constants where necessary. Technically, recall that we are
considering the satisfiability of Ind = I

S

^ �
S

^ (¬I 0)
S

. Let 8x. ✓ be a subformula
of Ind. If ✓ contains function symbol applications6, we transform the subformula to
8x.

�

W

c

x = c
�

! ✓ where c ranges over const[Ind]. The resulting formula is then
dispatched to the solver. This is a simple way to encode the termination criterion of
bound 1 while leaving room for the solver to perform the necessary instantiations clev-
erly. The translation enlarges the formula by O(#Consts · #8) although the number of
bounded instantiations grows exponentially with #8. The exponential explosion is due
to combinations of constants in the instantiation, a problem we defer to the solver.

Z3 terminates on the class of formulas because during the Model-Based Quantifier
Instantiation process every instantiation of a universally quantified formula has the same
truth value in the model as an instantiation using one of the existing ground terms

6 This in fact implements the approximation as of Equation (2). The exact bound 1 per Equa-
tion (1) can be implemented by a more careful consideration of which universally quantified
variables should be restricted, but this was not necessary for our examples.

13



Summary

powerful as certain
manual reductions
to a decidable class

ability of producing
partial cexs to

facilitate progress

Proof Cex

sound but 
incomplete

Checking Inductive Invariants8⇤9⇤


